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Manual for configuring NIC VPN in Windows 8 & 10

A. Installing the User Digital Signing Certificate (DSC)

1. Once your receive the DSC, please acknowledge it by replying it to the same email address
to get the Private Key (password for DSC) on your registered mobile.

2. Download the DSC mailed to you by VPN Support (vpnservices@nic.in) and save it on your

computer.

3. Open the downloaded certificate. A certificate Import wizard window will open as shown
below. Click Next.

4. Click Next as shown in figure below.

* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(® Current User

() LatarMachine

To continue, dick Next.

| >' Next ] Cancel
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“* Certificate Import Wizard

File to Import

Specify the file you want to import.

File name:

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)

> Net |

Cancel

5. In the next window enter the Private Key (mentioned in step 1) and check Enable Strong
private key protection checkbox. Click Next as shown below.
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To maintain security, the private key was protected with a password.

Type the password for the privatekey.  £nter the private key recieved
Password: through sms below
sesnnes]

- ble strong private key protection. You will be prompted every time the

brivate key is used by an appication if you enable this option.

[ IMark this key a3 exportable. This will sllow you to back up or transport your
Keys at a later time.

(V] Incude a extended propertes.

Learn more about protecting private kevs

6. Click Next as shown in figure below.

Certificate Import Wizard

Certificate Store
Certficate stores are system areas where certficates are kept.

the
© Aytomaticaly select the certficate store based on the type of certficate)
Place al certificates in the following store

|| Learn more about certficate stores

Windows can automatically select a certificate store, or you can spedfy a location for
certficate.
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7. Click finish as shown in figure below.

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finigh.

You have specfied the folowing settings:
Personsl
Content PFX
File Name C:'\Wsers'\niknet\Deskc

8. On clicking the Finish button, a window will open as shown below. Click on Set Security
level button.
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9. Set security level as High and click on Next as shown in figure below.

Choose & Securty Level
pradaiuialy

Croose 8 secusrty wvel aporopnate for T tem ’

&”mww*ownm

tom )2 De sed

Medur
Reguest my permsson when Ths tem 8 30 be used

L Nec > Cancel

10. Create a new Private Key for your DSC in this machine. It will be the first password you need to enter
while connecting VPN every time. Click Finish as shown in figure below.

Create a Passwoed

—

Create 2 rew passwond for Tus tem

Password for CryptsdP! Povate Key
Password “rssnne
Corfen cenenne

= ] e

Note: The user is advised to change the Private Key for the DSC for security purpose. Also note it down

safely.
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11. Click OK as shown in figure below.

o The import was successful.

o]

B. Verification of the installation of User DSC

a. Open Internet Explorer. Go to Internet Options. Select Content and click on
Certificates button as shown below.

| — ]|

General | Secunty | Pavecy | Content | Comnecsons | Progrems | Advenced

Parentsl Cormrom

Corte e Itwmet contnt Pt can
te vewed

Cortant Adwaor

Ratrgn el pou contral The Irternet cortent Bt Can be
vewed on te ot .

Ay tratie ...

Certfcates
Use certficates for encryDind conrecions and dentScaton.

A
T e

Ao cegie e
Ao omowe $10res (Ye Ao eoTes Setirge
o aebpaes and Rgests mathes
for you.

Feeds and Wed Sices

P’ Feasn and Aed Gces rovde Lodated “ettron
LE o) @rtent fom wedetes Tat wn be

read n intermet Dglorer and other

orogy ame

o Carcel

L v S - —
b. Select the certificate issued in your name and click View button as shown in figure
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below.
Certificates X

Intended purpose: <All>

Personal Other People Intermediate Certification Authorities  Trusted Root Certificatior ¢ | *

v

Issued To Issued By Expiratio... Friendly Name
54 Dinker Gururani vpnca 04-04-2018 <None>
Import... Export... Remove Advanced
Certificate intended purposes
Client Authentication

c. The name should be same as the username mentioned in your mail. Also verify the validity of
the certificate issued to you.
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a Certificate X

General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued tog Dinker Gururani

Issued by: vpnca

Valid fro‘ 04-04-2016 to 04-04-2018 >
\? You have a private key that corresponds to this certificate.

Issuer Statement

o]
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C. Procedure to Connect NIC VPN in Windows

1. Open the website http://vpn.nic.in site and download and install VPN Client for Windows as shown

below.

| Application

https.//vpn.nic.n

~ @ C || Search...

About Us SETDICESY Funus 3 #ullay VIO =Y Software COTTICTIISY

VPN Client for Windows 7
£ VPN Client for Linux 32-bit

VPN Client for Linux 64-bit

Accessing E-Gov Virtual Priy

i i and secur¢
Applications R and secur e cient for Mac
w Gsersiato MoserBaer Token Driver for

network ff Windows 32-bit
used by ¢

their web ¢ i
the server MoserBaer Token Driver for

access Int Windows 64-bit

also used

under varii StarKey Cut Driver for Windows
Girl Child

Education Gemalto Driver for Windows (new)
Job Creation

Gemalto Driver for Windows (old)

g VPN Client for Windows 8 & 10
Browser's compatibility: IE 9 and above &¥

Kindly upgrade Windows XP and Windows Vista as Microsoft has stopped support and patches for these ¢ VPN Client for linux4.2
released, leaving them vulnerable. VPN services will not be available on Windows XP and Windows Vista ¢
For any issue please log your complaint through our website NIC Service Desk or call us on o  veN Client for linux 4 5

VPN Client for Mac4.5

ONLINE VPN APPLYING PROCESS

al
te
le
te
is
te
of
s
es

oW W \NOY\'—ﬁ

Do you want to run or save smc-new.exe (3.51 MB) from vpn.nic.in? Run Save ¥ Cancel

2. Click on save & run it Next button to install the client software as shown in figure below.

Cizce AnyCemnect Secure Meaity Chiont Setup v
-

Welcome to Cisco

# AnyConnect Secure

J_ Mobility Client Setup
Wizard

The ek Vitzand wll ingtall Coce Amvlamsect Totue
Mobdlty Ciet on yiur ompuee, Chsk et 30
mez o Canow o 4l the Sk Wawd

[ hant > | Carm

3. Now check I accept the terms in the License Agreement and Next as shown in the figure below.
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B Terce ArpCannest Securs blakilay Chart Tetuy =
B - 1B ne | i e naae Agres maend 7

P e Tl e RO S e L e |

-

Supplemental End User License Agroement for Ciseo Systems =
L’l..ug;('uml' Sevure X obilin and other related Clisat
Software

INPORTANT READ CAREFULLY

This Supplenemtal End User Licemae Ageoment CSEVLAT contamis
wdiibonal termd amd condtbon For the Softaare Product idemied

mder the End L'ser License Agreemeng (TELULTA) berwwen You =

|
& | pocept B e 0 T Loenee A s
{000 AT SO T BT T e LA ST

T e ] r—

ik mrnmcll Bron il

“Note:-If in installation facing error message as per below screenshot, Kindly
uninstall Trend Micro Antivirus from system and then try”.

1 Installer Information X

£ There is a problem with this Windows Installer package.
i I}A A& program run as part of the setup did not finish as
— expected. Contact your support personnel or package
vendor,

R

4. Open Cisco AnyConnect Secure Mobility Client from the Start Menu of Windows as shown in the
figure below.

5. Type sconnect.nic.in as given below and then click Connect button
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8. Now click on ok button as shown below.

Windows Security

Cisco AnyConnect - Certificate Selection
Select the certificate for authentication.

Dinker Gururani's vpnca ID
Issuer: vpnca

Valid From: 04-04-2016 to 04-04-2018

Click here to view certificate properties

E> oK Cancel

9. User will be prompted to enter the Private Key for your DSC. Enter the correct Private Key and click

OK button, as shown below.
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Windows Security X

10. User will be prompted to create new password on first login, as shown below.

=

9 Cisco AnyConnect | sconnect.nic.in

New Password: |

Verify Password: [

continue.

> o

'Password expiring, you must enter a new password to

Cancel

X

11. Click on Accept button as shown below
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Cisco AnyConnect

Select Continue/Accept to logon...

Kindly upgrade Windows XP and W T R = C Rl (ST e TS
stopped support and patches for these operating systems are no longer
released, leaving them vulnerable. VPN services will not be available
on Windows XP and Windows Vista clients from Januaryr 31, 2018

o b Acet |

Disconnect

12. VPN will be connected in a minute and VPN Homepage will get opened, as shown below. Now the

user has to type the URL of the application to be accessed over VPN in the address bar of the browser or
take remote of servers.

[ https //vpnanicin
VPN Application

Welcome to NIC VPN Serv

. AboutUs 3amluss Fuiu 4 #ullay

~ @ Q|| Search..

eTIo) pOLVAIE] Suneas Y3

About NIC VPN Services

Virtual Private Network is most economical
and secure method of connecting private
networks over Internet. VPN helps mobile
users to connect to their corporate
network from Internet. NIC VPN Service is
used by government officials to update
their web sites and remote management of
the servers hosted in NIC IDCs as well as
access Intranet applications.VPN Services
also used to access secure application
under various E-GOV project.

Browser's compatibility: IE 9 and above

a ONLINE VPN APPLYING PROCESS
o T wores

~ %

indly upgrade Windows XP and Windows Vista as Microsoft has stopped support and patches for these operating systems are no longer
eleased, leaving them vulnerable. VPN services will not be available on Windows XP and Windows Vista clients from January 31, 2018,
For any issue please log your complaint through our website NIC Service Desk or call us on our tollfree 1800-111-555

~ B
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